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User Information

Online Registration
Be sure to register your product at our online support center:

International http://eservice.aten.com

Telephone Support
For telephone support, call this number:

International 886-2-8692-6959
China 86-400-810-0-810
Japan 81-3-5615-5811
Korea 82-2-467-6789

North America 1-888-999-ATEN ext 4988
1-949-428-1111

User Notice

All information, documentation, and specifications contained in this manual are
subject to change without prior notification by the manufacturer. The
manufacturer makes no representations or warranties, either expressed or
implied, with respect to the contents hereof and specifically disclaims any
warranties as to merchantability or fitness for any particular purpose. Any of the
manufacturer's software described in this manual is sold or licensed as is.
Should the programs prove defective following their purchase, the buyer (and
not the manufacturer, its distributor, or its dealer), assumes the entire cost of all
necessary servicing, repair and any incidental or consequential damages
resulting from any defect in the software.

The manufacturer of this system is not responsible for any radio and/or TV
interference caused by unauthorized modifications to this device. It is the
responsibility of the user to correct such interference.

The manufacturer is not responsible for any damage incurred in the operation
of this system if the correct operational voltage setting was not selected prior to
operation. PLEASE VERIFY THAT THE VOLTAGE SETTING IS CORRECT
BEFORE USE.
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About this Manual

This user manual is provided to help you get the most from ATEN Unizon™. It
covers all aspects of installation, configuration, and operation. An overview of
the information found in the manual is provided below.

Chapter 1, Introduction introduces you to ATEN Unizon™. Its benefits,
features, installation considerations, and getting started tasks are described.

Chapter 2, Device Management provides information on maintaining the device
list, applying task by batch, and creating scheduled tasks.

Chapter 3, Device Monitoring discusses how to monitor devices via device
status information and event logs.

Chapter 4, Administrator Settings provides information on user accounts,
network settings, notification settings, database settings, and more.

Appendix provides contact information for ATEN technical support and a list of
required information to be provided when you request for technical support.

Note: ATEN regularly updates its product documentation for new features and
fixes. For an up-to-date ATEN Unizon™ documentation, visit
http://www.aten.com/global/en/
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Conventions

This manual uses the following conventions:

Monospaced

[]

A

Indicates text that you should key in.

Indicates keys you should press. For example, [Enter] means to
press the Enter key. If keys need to be chorded, they appear
together in the same bracket with a plus sign between them:
[Ctri+Al].

Numbered lists represent procedures with sequential steps.
Bullet lists provide information, but do not involve sequential steps.

Indicates selecting the option (on a menu or dialog box, for
example), that comes next. For example, Start — Run means to
open the Start menu, and then select Run.

Indicates critical information.

Product Information

For information about all ATEN products and how they can help you connect
without limits, visit ATEN on the Web or contact an ATEN Authorized Reseller.
Visit ATEN on the Web for a list of locations and telephone numbers:

International

http://www.aten.com

North America

http://www.aten-usa.com

Vi
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Chapter 1
Introduction

Overview

ATEN Unizon™ is a server-based software for AV/IT professionals to centrally
monitor, control, and manage ATEN Modular Matrix and Video Matrix solutions
anytime, anywhere. It is easily deployed and integrates control of your entire
installation zone, no matter how big or widely distributed. Management and
configuration are simplified with the intuitive user interface that allows AV/IT
administrators to perform common AV tasks, schedule tasks, and execute
tasks by batch using a grouping function. Through the web interface, AV/IT
administrators have immediate access to critical information of its managed
devices, such as disrupted power supply, fan status, device temperature, and
firmware version. When an abnormal event arises, the software will alert the
administrators with a notification and log the event for tracking. This centralized
management software benefits system integrators with intuitive and effective
features that enable fast deployment as well as remote monitoring, control, and
management, especially for large-scale applications with numerous ATEN
Ethernet-based AV solutions across different locations.
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Features

+ Centralized management, monitoring, and control for ATEN Ethernet-
based AV solutions

+ Automatic detection of device conditions — shows device connection status,
hardware conditions (e.g. fan and temperature), and firmware versions for
remote maintenance and troubleshooting

* 5-level device location tree — easily navigate the device by drilling down by
room, floor, building, or even city

+ Device grouped control — allows for batch control and firmware upgrade

+ Task scheduling — schedules routine tasks for devices to carry out on a
regular basis

+ Notifications and system logs for abnormal events
* Manageable permission access level

* Supports mainstream web browsers
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Getting Started Tasks

Below is a recommended procedure to get you started with ATEN Unizon™.

Step

Instructions

Detailed Information

1

Make sure your computer meets
the system requirements.

Purchasing, Renewing, and
Importing a License, page 6

2 | Download the installer. Downloading the ATEN Unizon™
Installer, page 6
Install ATEN Unizon™. Installing ATEN Unizon™, page 7
(Optional) Purchase a license. Purchasing, Renewing, and
Importing a License, page 6
5 |Login ATEN Unizon™. The Web Console, page 12
6 | Create a device location tree. Adding or Removing Locations and
Rooms, page 23
7 | Add devices to the device location | Adding Devices to ATEN Unizon™,
tree. page 24
8 | (Optional) Create task schedules. | Configuring Scheduled Tasks,
page 34
9 | (Optional) Add and configure user | User Accounts, page 46

accounts.
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Planning the Installation

System Requirements

Before installing ATEN Unizon™, ensure that the target computer meets the
system requirements.

Hardware Component Requirements

Processor 3.2GHz

OS Support Windows 7 (32/64-bit) or higher

Storage Capacity 10 GB hard disk space available

Memory 8 GB or higher

Web Browser Internet Explorer v.11 or later
Mozilla Firefox v.54.0 or later
Google Chrome v.56.0 or later

Compatible Products
ATEN Unizon™ is compatible with ATEN Modular Matrix and Video Matrix. For
more information, see the product web pages.
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License Policy

ATEN Unizon™ requires a license to activate. You can choose between a basic
license or a standard license depending on the scale of your project. Refer to
the table below for details.

License Type

Description

ATEN Unizon™
Update Policy

Basic License

An activation license that
supports management of up to
50 ATEN devices.

Standard
License

An activation license that
supports management of up to
500 ATEN devices.

Supports free ATEN
Unizon™ updates for 3
years.

Note: You can extend the
update period of your
license for another year,
three years, a lifetime by
purchasing a maintenance
license.

Maintenance
License

This license extends a basic or
standard license’s update
period for another year, three
years or a lifetime.

N/A

Note: If your project contains more than 500 devices, consult ATEN Technical
Support for more information about customizing your license key.
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Purchasing, Renewing, and Importing a License

1. To purchase or renew a license, make sure you have installed the trial
version of ATEN Unizon™. For detailed instructions, see:

* Downloading the ATEN Unizon™ Installer, page 6
¢ Installing ATEN Unizon™, page 7.

2. Export the ATEN Unizon™ SID file.
a) Open the web console and go to Settings > Licenses.
b) Click Export the PC’s ID file.

3. Send the generated file to a local sales representative and specify the
required license type. For details on license types, see License Policy,
page 5.

4. ATEN processes your request and returns you with a license file.
5. Import the license file.
a) Open the web console and go to Settings > Licenses.

b) Click Upgrade and follow the on-screen instructions to import the
license file.

Downloading the ATEN Unizon™ Installer

1. Visit the product web page:

https://www.aten.com/global/en/products/professional-audiovideo/
management-software/aten%20unizon/

2. In the Overview tab, scroll down and click Get Free Trial.

3. Fillin the request form in the pop-up window and click Submit. ATEN will
send you the installer.
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Installing ATEN Unizon™

1. Execute the installer.

2. Select the interface language and click OK.

ATEN Unizon Central Management Software Installer

3. Click Next.

Introduction

-} Introduction InstallAnywhere will guide you through the installation of ATEN Unizan
0 License Agreement
10 Choose Install Folder
0 Choose Install Set

It is strongly recommended that you quit all pragrams befare continuing
with this installation.

(O Pre-Installation Summary Click the 'Next' button to proceed to the next screen. If you want ta change
o Introduction something on a previous screen, click the 'Previous' button
10 Choose Install Set

You may cancel this installation at any time by clicking the 'Cancel' buttan
D Installing_

1 Install Complete

Previous
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4. Read through the license agreement. If you agree with the agreement, click
| accept the terms of the License Agreement, and then click Next.

License Agreement

%/ Introduction Installation and Use of ATEN Unizon Requires Acceptance of the

_} License Agreement Following License Agreement:

o Choose Install Folder Software End User License Agreement

D Choose Install Set

You may use our software and services only on the condition that you

O Prednstallation Summary agree to abide by the following terms. We sincerely recommend that
© Introduction you shall read this Agreement very carefully.

) Choose Install Set

o Installing BY DOWNLOADING, INSTALLING OR USING OUR SOFTWARE, YOU

ARE AGREEING ELECTRONICALLY TO THE TERMS OF THIS

1 Install Gomplete SOFTWARE END USER LICENSE AGREEMENT (THE
"AGREEMENT" or "LIGENSE"). IF YOU DO NOT AGREE TO THE
TERMS OF THIS AGREEMENT, PLEASE DO NOT INSTALL, COPY,
OR USE THE SOFTWARE.

5. Select an install option and click Next.

Choose Install Set

%/ Introduction & All
+ License Agreement ﬁé The most common application features will be installed. This option is

recommended for most users.
%/ Choose Install Folder

=§ Choose Install Set

D Pre-Installation Summary
D Introduction

O Choose Install Set

D Installing .

0 Install Complete

Web Service
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+ All: Install both the web service and the database component of ATEN
Unizon™. This option is recommended if you are installing ATEN
Unizon™ for the first time or would like to re-install the application.

+ Web Service: Install the web console component only.
+ Database: Install the database component only.

6. Select one of the following. For more information about the license, see
Purchasing, Renewing, and Importing a License, page 6.

ATEN Unizon License X

@ Trial version {valid for 30 days)

Importa license.

Number of supported devices: i Valid period: NA

@ To obtain a livense, click the Generate License Request bution below 1o generate a license request file and e-mail the file to your local sles
repressnttive

oK “ancel ‘

+ Trial version (valid for 30 days): Select this option to install the trial
version. Alicense is not required and ATEN Unizon™ will be valid for 30
days.

+ Import a license: If you already purchased a license, select this option
to import the license.

+ Generate License Request: Click this button to download an ID file for
license request or renewal. For detailed procedure of requesting or
renewing a license, see Purchasing, Renewing, and Importing a
License, page 6.
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7. Configure the network settings and click OK.

ATEN Unizon Configuration X

Web Console

HTTPS Port a0
Database

CATsersiPublictDocnmenthd TEN W tenTndzon\Databass Part 5430

Tsername administrator Password sssssses

.

¢ HTTPS Port: Type in the HTTPS port for ATEN Unizon™’s web
interface.

+ Database settings

+ Storage location: Click Browse to specify a storage location for
the database.

+ Port: Type a communication port for the database.

+ Username and Password: Type the login credentials for
accessing the database.

10
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8. Verify the network settings and click OK.

Confirm ATEN Unizon Configuration

HTTPS Port 8760
Database C:\Users\PubliciDocuments\l TEN L tenTTnizon'Database
IP Address 127001
Port 5430

Usermame administrator

.

9. Click Install.

Pre-Installation Summary

%/ Introduction Please Review the Following Before Continuing:
%/ License Agreement

% Choose Install Folder Product Name:

ATEN Unizon
%/ Choose Install Set
-)- Pre-Installation Summary Install Folder:
o Introduction C:\Program Files (x86)ATENATEN Unizon

) Choose Install Set
Shortcut Folder:

o TEET) - C:\Users\christinechen\AppData\RoamingMicrosoftiWindows\Start Menu
) Install Complete

Disk Space Information (for Installation Target):
Required: 569,119,290 Bytes
Available: 29,257 265,152 Bytes

1"
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10.

When the installation is complete, select Yes, restart my system and then
click Done to restart your computer.

Install Complete

+/ Introduction Congratulations! ATEN Unizon has been successfully installed to:
+/ License Agreement
%/ Choose Install Folder
»/ Choose Install Set

C:\Program Files (x86)\ATEN'ATEN Unizon

Press "Done” to quit the installer.
»/ Pre-Installation Summary

%/ Introduction
%/ Choose Install Set

+/ Installing...
=¥ Install Complete

You should restart the system to complete the installation

12
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The Web Console

ATEN Unizon™ provides an intuitive interface to help you centrally manage and
monitor remote devices. Understand the main elements of the web console to
help you quickly find the functions you need.

Supported Web Browsers

ATEN Unizon™ supports the following web browsers and operating systems:
¢ Internet Explorer v.11 or later

¢ Mozilla Firefox v.54.0 or later

+ Google Chrome v.56.0 or later

Login
1. Open a web page and type the URL in the following format:
https://<PC_IP_address>:<HTTPS_port>
For example, the URL may look like this https://10.3.52.171:18080
2. Log in via the built-in administrator account:
* Username: administrator
+ Password: password

3. Upon first login, you will be prompted to change the password before
proceeding.

13



Chapter 1. Introduction

Main Screen
When you log into the ATEN Unizon™ web console, the following screen
appears. The function for each element of the screen is summarized in the table

clow. 000

ATEN yricn ) [ : £ s
£ Devices
[ =s ’ TEN Belgium M320 VM1600A K210 VM1600 K1100 VM6404H VM3200 ™
B Logs Tex Ul cions | wnsoos (IR
R settings ’ TEN Headq Room Device Health Connection 1P Address. Firmware Device He:
] - b
L]
. Q@ L
L]
No. Element Description
1 | Function Select from the Function Menu to access the following

Menu sets of settings.

+ Devices: Contains settings for adding devices to
ATEN Unizon™, device monitoring, and performing
maintenance tasks. For details, see Chapter 2,
Device Management.

+ Schedule: Contains settings for event scheduling.
For details, see Configuring Scheduled Tasks,
page 34.

+ Users: Contains settings for configuring user
accounts and access privileges. For details, see
User Accounts, page 46.

+ Logs: Contains logs for configuration actions and
system events. For details, see Notification and
Logs, page 41.

+ Settings: Contains system information or settings
such as system date and time, network settings,
backup settings, license information and upgrade
setting, synchronization settings, database settings,
and notification settings. For details, see Chapter 4,
Administrator Settings.

14
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No. Element Description
2 Click to open ATEN'’s official website.
“\TEN
3 | Toolbar Contains buttons that allow you to:
. : Import a previously saved configuration
file.
. : Export the current configuration.
4 m: Edit monitoring preferences for managed
devices.
4 : Click to export the information of the
devices that are in the Devices list.
Note: These functions are only available on the Devices
page.
4 | Notification |« Click @ to view the latest system, device, and user
configuration events.
* The number of unread notification messages are
indicated in red, for example p
For more information, see Notification and Logs,
page 41.
Login Name | Identifies the login name.

Click to log out of the ATEN Unizon™ console.

15
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The Devices Tab

Use the Devices tab to manage and monitor remote devices.

Organization

3F

VK1100 VM51616H VME404HB VM3200
VK2100 TS VK1100 TS
Room Device Health Connection  Device Health Connection

4 R30 © | vk2i00 v o VK11 v o

» R302 [>]

No. Element

Description

1 | Deployment

Use the deployment tree to switch and add/remove

Tree Locations and Rooms. For more information, see
Deployment Tree, page 16.
2 | Device This panel displays information for managed devices.
:anorrration + Location view: Click a Location from the
ane

deployment tree to display a summary of all the
devices installed directly or indirectly under the
Location. For more information, see Location
View, page 17.

¢ Room view: Click a Room from the deployment
tree to display devices installed at the Room. For
more information, see Room View, page 19.

Hint: To configure managed devices or perform
firmware upgrades, go to Room View. For other
remote tasks, you can access via a Location View or
Room View.

16
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Deployment Tree

The devices that ATEN Unizon™ manages are organized using a deployment
tree based on their location, such as a building, city or a country, and the
specific meeting room. For example, a deployment tree may look like the
following, where you have offices located in different countries (Location), cities,
floors, and a location of the lowest hierarchy may have a few Rooms that are
installed with ATEN devices.

Organization

Control Center

- ATEN HO

17
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Device Information Panel

Location View

Click a Location from the deployment tree to view status information for the
devices installed at the location.

| VM6404HB VM6404H VM32f VK1100 VK0100 VMOBOBHA VM |

‘VM3200
Location Room Device Health Connection Temperature Fan Power Status Power
! L]
0 AT » R301 9 i
[ ]
0 AT > ez 9y
VM32005 (1] [}
4 »
hore |
No. Control Description

1 Location Name | Identifies the name of the selected Location.

2 | Device Type Categorizes managed devices at the Location by
device model. Click a model number to see device
status for the selected model. In the above example,
Room 301 and 302 are each installed with a few
ATEN Video Matrix devices.

3 | Information Use these tools to help you filter the displayed
Filters information. For detailed instructions, see Searching
for Locations, Rooms, or Devices, page 25.

* Organization o | : Filter the information
by location, room, or device name.

¢ vV A : Filter the information by model
name. Click in the box to select/unselect the
listed models.

18
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No. Control Description
4 | Room List Lists all the rooms subordinated to the Location,
whether directly or indirectly. Click € nextto a
Room to view the devices installed in the Room.
5 |Device + Shows device information and provides control
Information for remote actions. For more information, see

Monitoring Device Status, page 37.

+ The Actions button: Click to perform remote
actions to the selected devices. For more
information, see Performing Remote Tasks,
page 29.

19
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Room View

Click a room from the deployment tree or from a Location view to view and
access information for the devices installed in the Room.

0 o ©0 o

|

I 1
R301 s Ve
VMG404H | ® vpgrece 0]

Device Health Connection Temperature Fan IP Address Firmware

VMB404H U o 10.3.52.4

=
vmzzoo | IEED I o

Device Health Connection Temperature Fan Power Status Power supply 1P Address Firmware

L ]

° L ]
° Ll
[
No. Control Description
1 | Room Name Identifies the name of the selected Room.

2 |Device Information | ¢ Displays device status information, such as its
connection status, device temperatures, and IP
address. Indicated information may vary for
different ATEN devices.

. w: Click to perform remote tasks to
selected devices of the same model.

. : Click to upgrade selected devices.

+ & : Click to configure device information,
including device name, network settings, and
login credentials.

¢ % Clickto open the device web console.

3 | Add Device Click to add devices to the Room. For more
information, see Adding Devices to ATEN
Unizon™, page 24.

4 |Refresh Click to refresh connection status of all managed
devices.

20
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No.

Control

Description

Information Filters

Use these tools to help you filter the displayed
information. For detailed instructions, see
Searching for Locations, Rooms, or Devices,
page 25.

* Organizatior aj: F||ter the
information by location, room, or device name.

¢ YV A : Filter the information by
model name. Click in the box to select/unselect
the listed models.

21
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This Page Intentionally Left Blank
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Chapter 2
Device Management

Overview

ATEN Unizon™ provides tools and features to help you manage remote
devices with ease. This chapter provides information on management tasks
such as creating a well-structured deployment tree, adding devices, searching
for specific rooms or devices, performing remote tasks, and creating scheduled
tasks.

Adding or Removing Locations and Rooms

1. Open the web console and go to the Devices tab.
2. To add Locations and/or Rooms, move your cursor to Control Center and

click

Tip: Devices cannot be added directly under a Location. If your project only
involves different meeting rooms within one building, add Rooms directly
under “Control Center”. For example:

Control Center

4 Location: Refers to a city or building that contains one or more

meeting rooms. It is possible to have secondary locations under a
primary location. For example, you may have devices set up in different
cities within a country. Note that you can not add devices at this level.

4 Room: Refers to a specific room where managed devices are

installed. Note that it is not possible to add locations under a room.

3. To rename or remove a location/room, move the cursor to the target item

and click

23



Chapter 2. Device Management

Adding Devices to ATEN Unizon™

To add devices to the deployment tree, follow the steps below.

Note: Devices can only be added directly under a Room. Make sure to create
the Rooms you need before adding devices.

1. Open the web console and go to the Devices tab.

2. Find a room using the deployment tree.

3. Click BRSBTS and select one of the following options.
+ Add device by IP address: Adds a device by specifying its IP address.

+ Add device by scanning: Scans available devices in the subnet where
ATEN Unizon™ is installed. This method allows you to add one or more
devices at a time.

Hint: Use the indicated fields to add devices that share identical login

credentials.
Add device by scanning
m © For VK Box, default username is the same as |

Q I Connect with the same account I

Model MAC Address 1P Address Name Username password Status

Added to another

Added to anather

+ Add device by device info: Adds a device by specifying the device
name, IP address, and login credentials.

24
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Searching for Locations, Rooms, or Devices

In a large scale application, you may have multiple levels of Locations and
Rooms in the deployment tree. Use Information Filters in the Devices tab (as
illustrated) to help you quickly find information for specific Locations, Rooms, or
devices.

Control Center v
VM1600A VK2100 VMG404HB VM3200 VK1100 VM5404H
e | —
Location Room Device Health Connection Device Health Connection
S o (1} Y
° [ ]
Co ATEN Ne P R [> | L4
@ o
L]
Z L J & s}
° 404H [ ]
Co ATI Xiz 3F > R [>]
@ L]
L]
L]
o ATEN USA » R30 > ]
VK2100 o
® A S =]
Co ATI Xiz 4F > 4 [>] e
4 »

25
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Searching by Location, Room, or Device Name
1. Open the web console and go to the Devices tab.

2. Inthe deployment tree, click a Location or Room under which you wish to
search. If you wish to search the entire deployment, click Control Center.

Organization

Control Center Organizatior al v/ M
AT u VM3200S VM1600A VK2100 VM6404HB M3200 K1100 VM5404H
— ... ]
MEN:HO Location Room Device Health Connection Device Health Connection
9 o 1] °
,
° 16404HB L]
ComEN Ne b o =
< °
[ ]
O o v o
VK2100 °
Co AT Xiz 3F » R302 [>]
» ! ] °
GER °
°
Co ATEN USA b w2 @
[ ]
° o o
Co AT Xiz 4F > ] v
Kl »

Control Center |Y Al
VM6E404H VM3 W VK110
po—
Location Room Device Health Connection Fan Temperature [P Address
VM22005 v ® o o
Co AT! Xiz 3F » R30 (>]
& ® ® ®
L]
Co ATEN Ne P R302 [>]
1321 v o ] o]
Co ATI Xiz 4F » R40 (>]
»

a) Click the drop-down menu and select Organization.
b) Type the keyword in the search box. The search is not case-sensitive.

c) Press Enter. The matched Locations/Rooms appear.

Note: If a matched Location/Room does not contain any devices, it will not
appear in the result.

26
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4. To search by device name, follow the steps below.

Control Center I Devce

VK2100

Location Room Device Health ‘Connection

Co ATI Xiz 3F > R301 © | controller 1 v o]
Co ATEN Ne B R30 [>] & o
Co ATI Xiz 3F » R302 [>] 1 & ®
Ca AT! Xiz 4F » R401 [>] 1 v )
Co ATEN Ne P RaC © | controller 1 v ®
&

a) Click the drop-down men and select Device.
a) Type the keyword in the search box. The search is not case-sensitive.

b) Press Enter. The matched devices appear.

27
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Searching by Model Name

1. Open the web console and go to the Devices tab.

2.

Organization

Control Center

Belgium

results appear.

In the deployment tree, click a Location or Room under which you wish to
search. If you wish to search the entire deployment, click Control Center.

Control Center

VM32005

Location

Co ATEN Ne P

Co AT Xiz 3F

Co ATEN USA b

Co ATIXiz 4F

VM1600A
Room
R0
> R
R0
> R40

Organizatior

VK2100

VMG404HB

vareo (220

Device

Health

VM3200

Connection

D

® e 0 0 o 00 0 o

al vy A

VK1100 VM5404H

wousrs [0
L'} [
VM6404HB [ [ )
S
[ ]
v (]

»

Click the filter box and select/unselect models as required. The matched

Control Center

VM6404HB

Location
Contral C P
Contral C P

Co AT Xiz 3F »

Co ATEN Ne b

Co ATI Xiz 3F »

Co AT! Xiz 4F »

VM6404HB

Room Device

h.. @ | vMBa04Her.
ATEN Ja.. @) | vM6404Her.
R30 QO w
R3C [>]
R302 [>]
R401

Organization

Health Connection
L]
L]
v ®
o L]
o L]
@ ®
[ ]
v ®

Temperature  IP Address
= 10.3.52.109
10.3.52.109
(2] 10.3.52.153
= 10.3.52.153
10.3.150.86

®
<] 10.352.153

>
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Performing Remote Tasks

ATEN Unizon™ allows you to perform remote configuration by batch. The
supported configuration tasks include:

*

*

*

Load a specified profile

Assign a source (input) to each output
Disable output

Apply resolution

Change administrator password

Test video quality

Upgrade system firmware

Note:

*

The configuration options may vary for different models. For more
information about each configuration task, refer to the user manual of the
specific product.

All listed tasks are accessible under Location View except for firmware
upgrade, which is only accessible from Device View.
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Performing tasks on devices installed in different Rooms

1. Open the web console and go to the Devices tab.

2. From the deployment tree, click a Location that contains all the target
Rooms.

3. Click the target device model.
Contr0| Center Organization
VM32005 VM1600A VK2100 VM3200 VK1100 VN
VM6404HB

Location Room Device Health Connection Fan Temperature
Co ATEN USA » R302 [>

VM32005 Ve o o &)
Co AT Xiz 3F > R302 (> QS

4. Click the Actions button. The Actions window appears, listing all devices of
the selected model, in this case, the VM6404HB, installed under the
selected Location.

Execute Action @

Location Room
Co AT Xiz 3F » R301 o CLIREED 3
Select at least one device from the left column before selecting actions .
A2 3F y | o
Co ATIXiz 4F » Ra01 o

5. Inthe Select Device column, configure the list of target devices as required.

Select Davice @

Location © Room =+ Device

Col AT Xiz 3F » R301 VM32005 w
Col AT Xiz 3F » R302 VM32005 w
Col AT Xiz 4F » R401 VM32005 w
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+ To remove any target device, click ow.

+ To add one or more devices, click and select from the pop-up
screen.

+ To change the target model, click the drop-down menu  vws:o:+z and
select. Note that this will remove the current list of devices and any
added actions.

In the Execute Action panel, configure the actions.

a) Click Actions and select an action. Optionally repeat this step to add
multiple actions.

b) Click the drop-down lists to configure the added actions.

. Click Apply to execute the actions.
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Performing tasks on devices installed in one Room

Follow the procedure below to perform remote configuration tasks to devices
installed in one room.

1. Open the web console and go to the Devices tab.

2. Go to the room view of the target room.
R302

TR Acions | @ uporece [

Device Health Connection Fan Temperature

VME404HE W @ v ] le] ]

VMB404HE W @ v [al [al n

3. Click to select the target devices.
Note: You can only apply tasks to devices of the same model at one time.

R302

INITEY Acins B @ uparece [

Health Connection Fan Temperature
& [a] o a]
VME404HE X @ v [a] (sl [a)

4. Follow step 4 to 7 in Performing tasks on devices installed in different
Rooms, page 30 to select and configure remote actions.
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Upgrading Device Firmware

Follow the steps below to upgrade device firmware.

1. Download the required firmware file from ATEN’s official website.

2. Open the ATEN Unizon™ web console and go to the Devices tab.

3. Go to the room view of the target room.

R302

VUZOECEY acions | @ uporece [N

Device Health
VME404HB & @ w
VME404HE % @ v

4. Click to select the target devices.

Connection Fan Temperature
o] o [l
o] o [l

Note: You can only upgrade devices of the same model at one time.

R302
VTGEY Acons | @ upgrese [
Device Health
VMB404HE ¥ @ 2
e

5. Click Upgrade.

Connection Fan Temperature
s o [a]
(s o [al

6. Follow the on-screen instructions to browse for the firmware file and start

the upgrade.
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Configuring Scheduled Tasks

You can have tasks automatically applied to managed devices at your specified
frequency (once or recurringly) and specified time.

1. Open the web console and go to the Schedule tab.
2. Add a new event.
a) Click to add a new event.

b) Name the event in the pop-up window. The event appears in the
schedule list.

Schedule

() g Reset Source ...

3. Click the drop-down buttons to specify the frequency, date, and time for the
event.

once At I
select Device @ Selact Action @
Location Room Device
Add Action
Add Device Select at least one device from the left column before selecting actions
Add one or multiple Device

4. Inthe Select Device panel (left), select the target devices.

Select Device @

Location Room Device

Add Device

Add ofe or multiple Device

a) Click the drop-down list to select a model.

b) Click Add.

34



ATEN Unizon™ User Manual

c) Select devices from the pop-up window.

Add VMO808HA Device

Control Center

, ATEN Belgium i
Device + Location + Room IP Address + F';'"wam
Col ATI Xiz 3F » R301 10.2.52.213
Co ATI Xiz 3F » R302 10352213
Col ATI Xiz 4F » R401 10.252.213 V34333

» ATEN Russia

> ATEN Turkey

d) The selected devices are added to the Select Device list.
5. In the Select Action panel (right), configure remote actions.

a) Select one or more tasks using the Actions button.

b) Configure the added action(s).

6. Click Save to complete and save your configuration.
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This Page Intentionally Left Blank
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Overview

When monitoring devices, the user needs to be able to stay informed of critical
parameters of the devices, such as power supply and device temperature, to
make sure that these devices are working as they intended, and to handle
issues that occurred. This chapter provides information on how to quickly find
out about important device parameters and monitor recent system and device
activities via logs and notification messages.

Monitoring Device Status

You can look up device status via different elements of the ATEN Unizon™
console:

¢ Click Control Center in the deployment tree and select the target model
type:

Organization
Control Center Organization Ql v A
TEN M1600A VM6404HB M3200 K1100 VM5404H
\TEN Ct VK2100 Actions VM6404HB m
EN:HQ Locati Room Devic Health Connection Device Health Connection
Y Y -
: . N Py L ] ! ] [ ]
o o
L ]
@ F > o bl *
E L] L ]
TEN U °
c > o L
L ]
& . , Py ) LA
‘4 »
More
* Use Information Filters  oranization aj v to

search for a Location/Room/Device name or a model name. For detailed
information, see Searching for Locations, Rooms, or Devices, page 25.

¢ Locate the device from the deployment tree.
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Device Parameters

When an device is added to ATEN Unizon™, all parameters supported by the
model are monitored. Refer to the table below for information about different

status icons.

Parameter

Status Icon

Description

Health

The monitored parameters are functioning normally.

At least one parameter is not functioning normally.
Users are advised to check on the device and avoid
potential issues. Click this icon to view more details. For
example, this particular ATEN controller illustrated
below is indicated with a warning icon because it has
disconnected from ATEN Unizon™.

-

Health - . " - "
Health X

Display Index Status

e Connection )

-

Power Status

The device is operating under the normal mode.

The device is operating under the standby mode.

Fan

The device fan is operating normally.

The device fan is not operating normally.

Connection

The device is connected to ATEN Unizon™.

The device has disconnected from ATEN Unizon™ and
many device parameters will become unavailable.

Temperature

The device temperature is within the safety range.

The device temperature is high. Users are advised to
monitor the temperature closely to prevent overheating.

The device temperature has exceeded the safety range.
Users are advised to resolve the issue immediately.
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Parameter | Status Icon Description
Power Supply - The power supply is functioning normally.
¢ The power supply is not functioning normally. Users
are advised to check on the power supply of the
device.
* To view power supply status for different power
components of the device, click on the Power
Supply status icon to open a pop-up dialog box:
Power Supply  IP Address Firmware Device
Power x
K1100
Input Power Status
m Primary
Redundant o
VK11
Power Board =)
~ The power supply is not functioning normally. Users are
advised to check on the device as soon as possible.
N/A No power is supplied to the device.
Note:

+ The supported parameters vary with different ATEN devices.

* To configure the list of monitored parameters, see Changing the Monitoring
Preferences, page 40.

39



Chapter 3. Device Monitoring

Changing the Monitoring Preferences

1. Open the web console and go to the Devices tab.

2. Click m from the toolbar. This screen appears.

< Edit Monitoring Preference

Select parameters to be monitored for the managed devices.

Monitored Parameter
ower Supply

ower Status

ooooon
T |7 |4

3. Click to select a model from the left panel. A list of monitoring parameters
appears. The parameters may vary for different models. By default, all
parameters are selected.

4. Click to select or unselect the parameters.
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Notification and Logs

ATEN Unizon™ logs system, device, and configuration events, and at the same
time notify the user (administrator and standard user) via notification messages
to allow instant event monitoring, issue handling, and future event tracking.

Viewing Notification Messages

When an event occurs, a notification message will be collapsed to the
notification icon M at the top-right corner of the web console:

[Tmport | [ eeor | [0 D | lemss

Organization

Control Center organizatio Qv a
Control Center
ATEN Belgium VM3200S VM1600A VK2100 VM6404HB VM3200 VK1100 VMS5404H Unkn
ATEN China VM3200S m UIEET
NARGY Location Room Device Health Connection 1P Address Firmware Device Health
ATEN Japan VM3200: ° 0352.16
Control ¢ b ATEN Ch.. @)

V32005 °

QA Frank T.

Click ‘ to view event details:

] e —

Logs / Remove Al
Organization
Control Center organizatr @ oevice Oniine
Control Center Device VW32005 (10352159 was 0.
ATEN Belgium VM32005 VM1600A VK2100 VM6404HB VM3200 VK11 °
TN china wiszoos (N Device Offine
Device 32005 (10352153 waso..
sl Location Room Device. Health Connection 1P Address °
TEN Jaf ° 0352166
) Control € b ATEN ch ° Device Offine
o Device VM32005 (10352153 waso.. [l
EN N )
e
[ Number of device licenses ..
- ne number of devic lcenses forC.. [l
. °
=
(B Number of device licensesi..
fdevicelicenses forC..
]

control ¢ b TN .. @ =
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The pop-up panel lists all events that occurred chronically, with the most recent
on the top. See the illustration below for an overview.

Logs / Notifications Remove All
@ Device On-line Event name

Device VM32005 (10.3.52.153) Was 0... o

© —— Click to go to the room view for this device

Device Off-line

Device VM32005 (10.3.52.153) was o... w )
s (B T o — Mouse over to see full event details

. )

Device Off-line

Device V32005 (103.52.153)wase..  [lf ——— Recycle this notification message
y e

Severity level
ﬁ Number: of device licenses 1. (I = Information, W = Waring, C = Critical)

The number of device licenses for C... m
ATEN HQ>Xizi>4F >R.
)
)
“—— Click to load more entries
A -
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Searching for Past Events

You can search for past events by keywords or by search filters (specified
period, category, and severity level).

By Keywords

To search events with specific key words, go to Logs in the web console, type
one or more words in the search box a andclick O .
The results are displayed in a table like this:

AT i Al Al Export.
Time emegory  * | severiy * [evem % [ oescription -
20190801 17:33:58 | System Information | Server database backed up successfully | The user admin backed up the server database successfully.
2019-07-25 15:28:33 System Information Location added The user admin has added a location R301.
2019-08-07 16:42:39 System Information Location removed The user admin has removed the location R301
2019-08-07 16:21:16 System Information Location added The user admin has added a location 3F.
2019-08-07 16:42:39 System Information Location removed The user admin has removed the location 1224,
2019-07-26 15:11:32 System Information Location added The user admin has added a location Tainan.
2019-08-07 16:42:39 System Information Location removed The user admin has removed the location R306.
2019-08-07 16:42:39 System Information Location removed The user admin has removed the location R305.
2019-08-07 16:42:39 System Information Location removed The user admin has removed the location 1234,
2019-07-25 15:28:26 System Information Location removed The user admin has removed the location R301.
W 4 Page 11262 Y Display 10 of 12611 oisplay [[EI tems / page
1. Click o . The configuration panel appears.
. Filter results Time & Date
All Time
Category Severity
System = All =

Discard |

2. Click each filter to configure its setting.
3. Click Apply. The results are displayed.

+ To change the number of entries per page, click [:20] © - i |
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+ To go to the next or previous page of results, use the arrows or type in

the box at the bottom of the window )

+ Click the arrows next to each column header to sort the displayed
results. A black arrow indicates that the results are currently sorted
based on the corresponding header.

Time Category E Severity
2019-08-01 17:33:59 System Information
2019-07-25 15:28:33 System Information
2019-08-07 16:42:39 System Information
2019-08-07 16:21:16 System Information

For more information about event types and severity levels, see Notification and
Log Settings, page 57.

Configuring Notification/Log Settings
ATEN Unizon™ logs and notifies events of all types by default. To configure this
setting, open the web console and go to Settings > Notification.

Exporting Logs

Export logs for backup purpose or to relocate these logs periodically to another
hard drive to make space for future data storage. To export logs, click
and select Export all logs, Export the current page, or Export the search
result only.
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Overview

The functions described in this chapter are administrator-only, unless specified
otherwise. Use any administrator account to manage and configure user
accounts and other ATEN Unizon™ settings. ATEN Unizon™ includes a built-
in administrator account with the following credentials:

*¢ Username: administrator

+ Password: password

Note:

+ This built-in account can not be removed and its username is not
configurable.

+ You will be prompted to change the default password upon first login.
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User Accounts

Set up user accounts to grant and control access to the web console and the
added remote devices. ATEN Unizon™ supports two types of user account —
administrator and standard user. See the table below for a comparison on

supported privileges.

Functions

Administrator

Standard User

View device status

v

v

Add, edit, or remove devices

Configure monitoring preferences

Access to device web consoles

Import or export system
configuration

AN NI N RN

Initiate remote actions

<«

Create, edit, or remove event
schedules

Create, edit, or remove user
accounts

View system logs

Upload SSL certificate

Change interface language

Change TLS version

Configure system HTTPS port

Configure backup, synchronization,
and database settings

D NI N U I N NS N

Update system license

AN

View event logs

<«

Perform ATEN Unizon™ updates
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Adding a User Account

1.

2.

Open the web console and go to the Users tab.

Click . The Add User window appears.

Configure the account.

a) In the Basic tab, fill in the required information and select the user type.
For username and password, enter 1 ~ 30 alphanumeric characters and/
or special characters. The username and password are case-sensitive.

Add User x

Username
Password

Comfirm Password

(®) Administrator

Cam(e‘ -
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b) Click the Access tab and then select locations and/or rooms to grant
privilege to access devices installed at these places.

Add User x

-
b ATEN Belgium
ATEN China
v ATEN HQ
- Tainan
M Xizi
- 3F
R301
R302
- aF
R401
R408 -
=

4. Click Add to create the account.

48



ATEN Unizon™ User Manual

Editing a User Account

1. Open the web console and go to the Users tab.

2. Click the account you wish to edit.

Hint: Click

Users

to sort the Users list in alphabetical order.

@ Administrator

3. Click the Basic and Access tab to configure the account.
Users
@ Kobb
@ UserHQ
@ soministrato
@ mike
Pas:
@ Aaministrator

4. Click Apply to save the settings.
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Removing a User Account

1. Open the web console and go to the Users tab.

2. Inthe Users list, click m next to the account you wish to remove.

Users

@ Kobby

@ User-HQ

@ administrator
® mike

Note: The built-in administrator account can not be removed.
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General

To configure basic system settings, open the web console and go to Settings
> General.

E\TEN Unizon General Settings

B Devices
T Schedule Date And Time
2019/08/08 18:01:02
M uUsers
Time Zone
& Focs GMT+8:00
£} Settings
General Upload SSL
Network Upload
Backup
Licenses
Language
Sync English Apply
Database
Notification
TLS Support
About Use TLS 1.2
UseTLS 1.1
Use TLS 1.0

¢+ Date and Time/Time Zone: Indicates the system date, time, and time
zone. This information is directly retrieved from the computer to which
ATEN Unizon™ is installed.

+ Upload SSL: Secure the sessions between ATEN Unizon™ and the web
browsers that access it, click the Upload button to upload an SSL
Certificate.

+ Language: Sets the interface language for ATEN Unizon™.

¢ TLS Support: Sets the TLS for ATEN Unizon™. Note that a higher TLS
version requires more bandwidth to process.
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Network

To configure the HTTPS port, open the web console and go to Settings >
Network.

ﬁ\TEN Unizon Network Settings

& Devices

-m IP Address 1
T Schedule -

[ Users

BiLogs

£k Settings
General
Network
Backup
Licenses
Sync
Database

Notification

About
HTTPS port (1024-65535)

18080

+ |P Address: Indicates the IP address of the web console.

+ HTTPS Port: Sets the communication port for the web console.
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Configuration Backup and Restore

To manually start a backup of the system configuration, open the web console
and go to Settings > Backup.

E\TEN Unizon

B Devices

Backup

m . .
ez Select information for backup

. ) . )
B Logs Organization tree and list of managed devices
. b User information

L3 Settings a
Log-related information
General .
Scheduled tasks and execution history

Network settings

Bad(up Notification preference

Licenses Start Backup

Sync

+ Organization tree and list of managed devices
¢ User information

¢ Log-related information

+ Scheduled tasks and execution history

+ Notification preferences

To restore system configuration, go to Settings > Backup, click Restore, and
then click Restore Database.

E\T EN Unizon Sesore

8 Devices

e Schedule Restore the database using the selected file.It is necessary to reboot service
after restoring.

B Users
Restore Database

BiLogs
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Licenses

Visit the Licenses page to:

+ View total number of supported devices for your current license and the
number of devices that can be added to ATEN Unizon™

+ Import a renewed license

+ Generates the system SID file

To access the License page, go to Settings > Licenses.

E\TEN Unizon License Updates

2 Devices
To Schedule

M Users

B Logs

$¥ settings

General
Netwark
Backup

Licenses

to update the license for ATEN Unizon? Exportthe PC's ID file
yoUr system integrator

sync

Database

For more information about the license policy and detailed instructions on how
to renew and import a license, see:

* License Policy, page 5

* Purchasing, Renewing, and Importing a License, page 6.
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Synchronization

By default, the names of the managed devices in ATEN Unizon™ takes priority
when these devices reconnect to ATEN Unizon™. In this case, if device names
are different from the names in the end devices, the name in the end devices
will be overwritten. To change this priority, open the web console and go to
Settings > Sync.

E\TEN Unizon Synchronization Rules

2 Devices

When there is confliction of the device name between ATEN Unizon and the device
itself ATEN Unizon can automatically fix the problem or do nothing

M users
@ This will overwrite the device name on the end device with the device name in ATEN Unizon. @

Eilogs This will everwrite the device name in ATEN Unizon with the device name on the end device. @

£F settings

General
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Database Management

The ATEN Unizon™ database keeps all notification messages, event logs, and
system configuration. Note that when the database storage is full, new events,
notification messages, and configuration to the deployment tree will not be
saved. In this case, you will be notified with a pop-up message. To resolve the
issue, do one or more of the following:

+ Add hard drives to the system database.

+ If you have other data stored in the hard drive where you keep the ATEN
Unizon™ database, consider moving the data to another location to make
space.

+ Recycle old data using the Manage Database function.

Note: Do not remove any ATEN Unizon™ data from the folder view as this
may cause system errors.

a) Go to Settings > Database in the web console, and click Manage
Database. This screen appears.

Manage Database X

Remove data older than 130 day(s) ago

| Cancel | Remove

b) Type number of days and click Remove to start recycling.
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Notification and Log Settings

You can configure the types of event which ATEN Unizon™ logs and sends
notification messages for. Open the web console and go to Notification. The
following screen appears.

If you change any settings of notifications, pleas make sure to click "Apply” to save your settings.

Category v | Severity Event Logs / Recent Logs / Notifications
User management Information User account added successfully

User management Information User account removed successfully

User management Information User settings modified

User management Information User access right modified

User management Information User type changed
System Task Information Added schedule
System Task Information Schedule removed
System Task Information Schedule modified
System Task Information Schedule started
System Task Information Schedule completed
System Task Information Schedule duplicated
System Task Warning Unable to add schedule
System Task Warning Unable to remove schedule
System Task Warning Unable to modify schedule
System Task Warning Unable to start schedule
System Task Warning Unable to complete schedule b

By default, ATEN Unizon™ l|ogs all event types:

+ System: System events are those related to server upgrades, license
updates, SSL certificate updates, database backup/restore, and
administrator password reset.

+ System task: System tasks are those related to adding, removing,
configuring, and execution of event schedules.

+ User management: User management events are those related to adding,
removing, configuring of user accounts.

+ Device events: Device events are those related to device status change/
warning and device firmware upgrades.

+ Device trap: Device trap events are critical or abnormal device status that
require users’ attention, for example, power supply being removed or high
device temperatures.
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About

Use the About page to do any of the following:
+ Find out about the version of ATEN Unizon™

+ Find out the current license type. Click Update License to redirect to the
Licenses page. For a detailed procedure on renewing licenses, see
Purchasing, Renewing, and Importing a License, page 6.

+ Click the Update button to perform ATEN Unizon™ updates

To access the About page, open the web console and go to Settings > About.

v

ATEN Unizon
V11114
Standard

0 Do you want to extend the update? Update License
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Appendix

Technical Support

International

*

*

For online technical support — including troubleshooting, documentation,
and software updates: http://support.aten.com

For telephone support, call this number:

International 886-2-8692-6959
China 86-400-810-0-810
Japan 81-3-5615-5811
Korea 82-2-467-6789

North America 1-888-999-ATEN ext 4988
1-949-428-1111

North America

Email Support support@aten-usa.com

Online Technical | Troubleshooting http://www.aten-usa.com/support
Support Documentation

Software Updates

Telephone Support 1-888-999-ATEN ext 4988

When you contact us, please have the following information ready beforehand:

*

*

Product model number, serial number, and date of purchase

Your computer configuration, including operating system, revision level,
expansion cards, and software

Any error messages displayed at the time the error occurred
The sequence of operations that led up to the error

Any other information you feel may be of help
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Appendix

Limited Warranty

ATEN warrants its hardware in the country of purchase against flaws in
materials and workmanship for a Warranty Period of two [2] years (warranty
period may vary in certain regions/countries) commencing on the date of
original purchase. This warranty period includes the LCD panel of ATEN LCD
KVM switches. Select products are warranted for an additional year (see A+
Warranty for further details). Cables and accessories are not covered by the
Standard Warranty.

What is covered by the Limited Hardware Warranty

ATEN will provide a repair service, without charge, during the Warranty Period.
If a product is detective, ATEN will, at its discretion, have the option to (1) repair
said product with new or repaired components, or (2) replace the entire product
with an identical product or with a similar product which fulfills the same function
as the defective product. Replaced products assume the warranty of the original
product for the remaining period or a period of 90 days, whichever is longer.
When the products or components are replaced, the replacing articles shall
become customer property and the replaced articles shall become the property
of ATEN.

To learn more about our warranty policies, please visit our website:
http://www.aten.com/global/en/legal/policies/warranty-policy
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